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1. O KWNBEPMOLWIEHHWNYECTBE U ETO ONACHOCTWU

AKTyaﬂbHOCTb TéMbl U PUCKN ONA KZINEHTOB 6aHKa

C KaxkablM rogom KMbepmMoLIEeHHUYECTBO CTAaHOBUTCA BCE 6o/lee CNOKHbIM U30LWPEHHDBIM, YTO CO34aET
cepbé3Hyto yrpo3y ana HaHKOBCKUX KJIMEHTOB.

CoBpeMeHHble TEXHO/IOrMM obnieryatoT A0CTyn K GUHAHCOBbIM YCAyram M B TO Ke BPems C034atoT
6naronpusaTHbIe YC/IOBUA ANS 3/10YMbIWAEHHUKOB. KMbepnpecTynHUKM UCMOb3YIOT COLMAbHYIO
WHXKeHepUuto, QULINHT, BUPYCbl U MOLIEHHUYECKUE CANTbl ANA XULLEHWUS JIMYHbIX AAHHbIX, Naponen u
dUHaHCOBbIX CPeAcTB. B pesynbrate KAMEHTbI MOTyT MOTEPATb CBOW cbHeperkeHusa, NoABeprHyTbCA
KpeauTHbIM adepam UK CTaTb KePTBAMM KParxku IMYHOCTMU.

Ona baHKa BaXHO He To/IbKO obecneynTb BbICOKYHO CTeneHb 3alWnTbl CBOUX CUCTEM, HO U 06y‘4MTb
K/IMEHTOB NpaBuW/bHOMY nNoBedeHUIO B LI,Md)pOBOl‘;I cpene. besonacHoCTb — BOMPOC He TOJMbKO
TEXHONOMMM, HO 1 0CBeAOMNEHHOCTM CaMUX nosib3oBaTenen.

Llenb namatku

[aHHaa namATKka co3gaHa A4/1a Toro, YTobbl MOBbLICUTL OCBEAOMNEHHOCTb KAMEHTOB BGaHKa O puCKax
KMBEepMOLIEHHMYECTBa M HAay4MTb UX 3aLMLaTb CBOM GUHAHCOBbIE AaHHble. B namATKe npeacTaBaeHbl
OCHOBHble BW/bl MOLIEHHUYECTBA, MPU3HAKM MOZO3PUTE/IbHBIX OEUCTBUIN U pPeKoMeHZaLuu no
6e30MacHOMY UCMO/Ib30BAHUIO UHTEPHET-BAHKMHIA M MOOW/IbHBLIX MpPUAOKeHWi. Cnegys 3TUm
PEKOMEHAALMAM,  KAMEHTbl CMOTYT CBECTM K  MUHMMYMy BEPOATHOCTb CTaTb  YKepTBOW
KnbepnpecTynHUKOB.
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2. MOWEHHWNYECTBO B COUMANIbHBIX CETAX N B MECCEHOMEPAX

Mpumepbl MOLWIEHHUYECTBA Yepes INYHbIe coobLeHua unm obbaBneHUn

CoumanbHble CETU M MeCCEeHIMKEPb! CTaN NOMNY/IAPHON NAaTGOPMOWA 419 MOLIEHHWUKOB, T. K. 3TV KaHa/lbl
MO3BOJIAIOT JIEFKO YCTaHaB/IMBATh KOHTAKT C MOTEHLMA/IbHBIMM XEPTBAMM M UCMO/b30BaTb COLMATbHYIO
NHXeHeputo. Mbl cobpanu camble pacnpoCcTpaHEHHbIE CXeMbl MOLIEHHUYECTBA Yepes 3Tu NAaTGopmbl.

MoOLIEHHNYECTBO € «MNPOAAXKaMMU» WAU  KMOKyNKamu». MOLWEHHUKM pa3melLaioT danblumBble
06bABNEHMA O MpoJaXKe TOBAapPOB MW YCAYr MO OYeHb NPUBAEKATe/IbHbIM LeHam. ocne nonyyeHua
npeaonnaTbl OHWM MCYE3aloT, He OTNpaBaAAa ToBap. YacTto ucnonb3yetca noadenbHaa MHPopmaums,
Hanpumep, anblumnsble NPodUAN € yKpageHHbIMK GoTorpadumamm.

Mpumep: Bbl BUANTE 06bABNEHME O NpoAaXKe cMapTHOHa NO OYEHb HU3KOWM LieHe U NepeBoauTe AeHbIM
npoaasLy, HO TOBAp TaK U He nosiyyaerTe.

danblumsble Po3bIrpbIlM U KOHKYPCbI. B cOLManbHbIX CETAX NOABAAIOTCA (asibluMBble PO3bITPbILLN, FAe
MOLLEHHWKW Npea/iaratoT No/b30BaTe/IAM BbIMIPaTh AOporve Npu3bl. [18 y4acTus Bac NPOCAT NepenTu
Mo CCbIZIKe U BBECTM JaHHble BaHKOBCKOW KapTbl MW ApYryio KOHGUAEHLMANbHYIO MHDOPMALMIO.
Mpumep: NOCT B COLMANbHON CETU YTBEPKAAET, UTO Bbl BbIMIPAAN aBTOMOOUb 1 A1 NONYYEHWUA NPU3a
HY}KHO OMNAaTUTb «PErnCTPALLMOHHbBIN COopP».

dUWKHT Yepe3 mecceHAKepbl. MOLEHHUKM OTNPABAAIOT JIMYHble COOBLWEHUA OT MMEHWU BaLLMUX
Apy3ei UM 3HAKOMBbIX, YTBEP)KAas, YTO MM CPOYHO HY)KHA MOMOLb (Hanpumep, OeHbrU UAu
PEKBM3UTBI A4/17 NepeBoaa). 4acTo MOLIEHHWKM B3/1aMblBatOT YyXKMe aKKayHTbl U UCMOJb3YIOT foBeEpHe
YKEepTBbl K CBOEMY APYrY UK POACTBEHHUKY.

Mpumep: Bbl nosyyaete coobuieHWe OT Apyra C NPocbbOi MOMOYb B IKCTPEHHOW CUTyauuu U
OLO/IKUTb IEHBIU, HO HA CAMOM Je/ie 3TO He Ball APYT, @ 3/I0YMbILUIEHHWUK, B3/IOMaBLUMIA €r0 aKKayHT.

MoOLUEHHNYECTBO C UHBECTULMAMU. VIOLIEHHUKM NpeanaratoT KepTBe Noy4acTBOBaTb B «BbIFOAHbIX
WHBECTULMOHHbIX MpOeKTax», obellas ObICTPbIA M BbICOKUIN Aoxon. MepTtBa obmaHa nepesoauT
[JeHbrY Ha CYET « AN CTapTa», HO Moc/e NepeBoAa MOLWEHHWKM UcYe3atoT.

Mpumep: Bbl Nonydyaete coobLieHWE B MeCCeHAXKepe OT HEeW3BECTHOro YesioBeKa, npeasaratoLero
BNIOXKWTb [E€HbIM B BUPTYasibHYIO BajtOTy C rapaHTUPOBAHHOM MpPUOLIIbIO, HO Ha CaMOM Jene 3TO
MOLLIEHHNYEeCTBO.

MoppenbHble 6naroTBopuTenbHble C60pPbI. 3M10YMbIWNEHHVMKM CO34al0T (anblumMBble CTPAHULbI
61aroTBOPUTENBHBIX OPraHM3aLLMid U NPOCAT NOXKepPTBOBATb CPEACTBA AJ1A NOMOLUM 6ONbHBIM AETAM,
NOCTPaAaBLUMM B KaTacTpodax, UW KUBOTHbIM. [leHbr1 B UTOTe NOMaJatoT He K Hy)XKAAoWMMes, a K
MOLLIEHHUKaM.

Mpumep: Bbl BUAMTE NOCT C NPOCLOON O CPOUHOM NomoLm 6oabHOMY pPebEHKY C CCbINKOW Ha onaaTty
yepes MecceHAKepbl, HO Bt cobpaHHan CyMma A0CTAETCA MOLUEHHMKaM.
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CoBeTtbl U pekomeHAaauunn Kak 3alluTuTb CBOU AaHHbIE U AE€HbIN OT
MOLWEeHHN4YecCTBa B COUMANbHbIX CETAX N MeCCeHAXKepbl

ByabTe OCTOPOKHbI C IMYHBIMU COOBLLEHUAMM.
Hukorga He nepefaBaliTe IMYHbIE AaHHbIe, PEKBU3UTbI KapT MW Mapoun B OTBET Ha /IMYHbIE COOBLLEHMSA,
[aKe ec/iv OHM NPUXOAAT OT BaLUMX 3HAaKOMbIX. EC/iv nonyyaeTe nofo3puTesibHoe coobLLEHME OT ApYra,
NMO3BOHUTE eMY HaMNPAMYIO A1 NOATBEPKAEHMS.

MpoBepaiTe NOAANHHOCTb CTPAHUL, U 06BABNEHMIA.

Bcerga nposepsaiTe npodunn nonb3osatesield, pasmeLlatolmx 0O6bABNEHUA U ULWMUTE OT3bIBbI APYruX
noKkynatenein. ECAM YTO-TO KaKeTCs C/AMLIKOM XOPOLWWMM, 4Tobbl BbiTb MpPaBAoi, 3TO, CKOpee BCero,
MOLUEHHNYECTBO.

Ucnonb3yite odurumanbHble NAOWAAKM ANA NOKYMNOK U NPOBepsiTe penyTaLmio NpoaaBLLOB.

OTHOCUTECb C OCTOPOXKHOCTbIO K «BbIrOAHbIM» NpeaioXKeHUAM.

MoweHHUKN 4acTo O6ELLI,aPOT HEBEPOATHbIE  A0XOAbl nnu BbIrOgHbIE MOKYMNKW. Ey,ﬂ,bTe
npegycmoTpuTeibHbl MO OTHOLWEHUIKO K NMpeanoXeHUam, Tpe6leI.I.I,VIM CPOYHbIX pELIJEHVIﬁ n 6bICprIX
nepesoaoB AeHer.

He nepexoaute No noao03puUTeNbHbIM CCbIIKaM.

MOLUEHHWMKM YaCcTO MCNOMb3YIOT COKPALWEHHbIE MM 3aMaCKMPOBaHHbIE CCbiNKM. He nepexoauTe no
CCbl/IKaM U3 NOZ03PUTE/IbHbBIX COOBLLEHUI U He YCTaHaBAMBaNTe NPUAOKEHMUA MO 3aMPOCY HEU3BECTHbIX
v,

MpoBepsiiTe 6naroTBopuUTeNbHbIE OPraHU3aLUN.

Mpexae yem caenatb NOXKepTBOBAHME, NPOBEPLTE NOAAMHHOCTb OPraHU3aLLMM Ha OPULIMANbHBIX CalTax
1 ybegmuTecn, YTO OHa 3aperncTpmMpoBaHa. HuUKorga He nepeBoaWTe AeHbIM HAMPAMYIO Ha JIMYHbIE CYeTa
He3HaKoMLLeB.

YcTaHOBUTE MHOrodaKTOpHYI0 ayTeHTUdUKaLUIo.
Mcnonbsyiite ABYXDAKTOPHYI ayTEeHTUGUKALMIO O1A CBOMX aKKayHTOB B COLMAaNbHbIX CETAX U B
MecceHAKepax, YTobbl 3aLMTUTL X OT B3/IOMA. ITO NOBbICUT YPOBEHb 6€30MacHOCTY.

Coobwaiite 0 N0A03PUTENBHDBIX AEeACTBUAX.
EC/nu Bbl CTO/IKHY/IUCb C MOLUEHHWYECTBOM WU BUAMTE NOAO3PUTENbHbIE 0OBABNEHNA U COObLLEeHUS,
coobLwmnTe 06 3TOM B CNYKOY NOALEPHKKN COLMANBHOM CETU UAN B MECCEHAKepaX.

AO «ToioTa BaHK» HamOMWHAEeT, YTO AMYHbIE AaHHble, PEeKBU3UTbl BAHKOBCKMX KapT W Apyrue
KOHOUAEHUMAbHbIE CBEAEHWSA HE OO/IKHbI NepeaaBaTbCsa Yepes coumnasibHble CETU U MECCEHOMKEPDI,
T. K. 3TO Camble YA3BMMbIe KaHa/lbl 411 MOLWEeHHUYEeCTBa.
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3. NOAAENbHbLIE BAHKOBCKUE CAUTbI U MPUNOMKEHUA

Kak moweHHUKM noaaenbisaloT 6aHKoBCKUE pecypcbl

MoLEeHHWKN YacTo co34at0T noaaesibHble caliTbl U MOBUbHBIE NMPUIOKEHUSA, KOTOPblE BbIMAAAT KaK
oduumnanbHble pecypcbl 6aHKOB, 4TOObl 06MaHyTb Mosib30BaTeNell M MNOAYYUTb AOCTyNn K WX
KOHOMAEHUMANbHON WMHOOPMALMM, TaKOW KaK NOTMHbI, MaponuM UAM AaHHble OaHKOBCKMX KapT.
310YMbILIEHHUKN UCMONb3YIOT Pa3Hble MeToAbl AN CO34aHMA TakuX GaNbLIMBOK.

KonupoBaHue gusaiiHa. MNogaenbHble caiiTbl U MPUNONKEHMA NOYTU NOAHOCTHIO KOMUPYIOT BHELWHWI BUA,
oduuManbHbix BAHKOBCKUX pecypcoB. JIOroTUnbl, LBETOBAA CXeMa, WPUOTbI U CTPYKTYPA CTPAHMLbI UK
nHtepdeica BbIMALAT MAEHTUYHO OPWUrMHaNY, YTO 3aTPyAHAET WX pacrnosHaBaHWe O6blYHbIMM
nonb3oBaTeNAMM.

N3meHeHMe umeHu/aapeca caiita. MoOLEHHUKN PETUCTPMPYIOT UMeHa/agapeca CaliToB, KOTOPbIe OYeHb
MOXOXM Ha OPULMANbHbIE, HO COAEPKAT HEe3HAUYUTE/IbHbIE U3MEHEHUS, Hanpumep, fobasieHve Unu
3ameHa ofHoW 6yKBbl UM LuUdpbl (BMecTo bank.com — bang.com u T. n.). Mpu 6erom npocmoTpe
nosb3oBaTeNlb He 3aMeTUT No4BOXa.

Paccbinka ¢UWMHIOBbIX nNucem M coobweHuin. [na Toro 4Tobbl 3amaHWTb MONb30BaTesiell Ha
noafesibHble CaliTbl, MOLLIEHHUKMN PACCbIIalOT 3/1eKTPOHHbIE nMrMcbMa uan CMC-coobLeHMA ¢ cCbiikamu
Ha TaKue caiTbl. B 3TUX cOOBLIEHMAX MOMKET coaepaTbca MHPopMaLMA O HeobXoAMMOCTM 06HOBUTL
[AaHHble, NOATBEPAUTL TPAH3aKLMIO UK PELIUTL NPOBIEeMy CO CYETOM.

CospaaHue nogaenbHbIX ﬂpVIIIO)KEHVIﬁ. MowweHHNKN pa3mellatoT B CTOPOHHUX MarasnHax I'IpVI/'IO)'I'(EHMﬁ
n paxe B Od)l/ILl,l/IallebIX MapKeTax d)allbLLlMBbIe MOb6UbHbIE npuaoXeHna, unMUTUpytowimne
Od)VILI,MaﬂbeIe 6aHKoOBCKME. ITU NPUNOKEHNA MOTYT 3anpalnBaTb y nosib3oBaTenei AaHHblEe ONA BXOAa
B UX yqéTHbIe 3anNnUCn Nan PeKBU3NUTbI KapT, a 3aTEM NepeaaBaTb UX 3/1I0YMbILW/IEHHUKaM.

Ucnonb3oBaHue BpegoHocHoro [MMO. HeKoTopble ¢anbluvBbie 6aHKOBCKME MNPUIONKEHUA MOTYT
cofep:aTb BpPefoHOCHOEe MporpaMmHoe obecneyeHne, KOTOpoe MOJyYyaeT AOCTyn K YCTPOWCTBY
nonb30BaTeNA, NepexBaTbiBaeT AaHHbIe UK OTNPaBaAeT MHOOPMALLMIO 3/I0YMbILLEHHUKAM.

CoBeTbl KakK nposepuTb NOA/IMHHOCTb cantam npunoxxeHuma

MpoBepsiiTe agpeca canTa.

- Bcerga BHMMaTenbHo nposepsalkTe agpec canta. OduumanbHble GAHKOBCKME CaiTbl 0BbIMHO
MCNONb3YIOT 3aLUMLLEHHbIE coeanHenusa (https://) U someHHble MMeHa, KOTopble Nerko y3HaTb. Eciu
B agpece MNPUCYTCTBYIOT JIMILIHME CUMBOAbI, OYKBbl WAM AOMEHHbIE 30Hbl, OTIUYHblE OT
OPUTMHANbHbIX, 3TOT CANT MOXET ObITb NOAAENbHbIM.

- [lpoBepbTe HanMuMe 3amMKa WM MHAMKATOPa 3aWMWEHHOrO COoeAMHEHWA B afApecHOW CTpoKe
bpaysepa, CBMAETENbCTBYIOWEN0 O HaAnuum cepTudukata 6esonacHocTM caiTa. ITO He Bcerga
rapaHTMpyeT 6e30MnacHOCTb, HO CYLLECTBEHHO e€ MoBbIlWaeT.
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Ucnonb3ayiite opnLManbHbie CCbUIKY.

- Bcerga nepexogute Ha caiiT 6aHKa Yepes coxpaHEHHbIE 3aKNALKU UV BBOAMTE afpec BPyUHYHo, He
MCMOb3yWiTe AR 3TOFO CCbUIKU U3 MUCEM UK COOBLLEHMI. PULIMHIOBbIE CCbIZIKM MOTYT BbIFISAET
y6eanTesbHO, HO MPUBEAYT Bac Ha danblimByto cTpaHuuy. OduumanbHbii agpec AO «TolioTa BaHK»
https://toyota-bank.ru

CKauuBaiite NPUNOKEHUA TONIbKO U3 0PULMNANbHBIX MarasmHoOB.

- YcTaHaBAMBanTe 6aHKOBCKME MPUIOKEHUA TONIbKO U3 0DULMANBHBIX UICTOYHUKOB, TAaKMX Kak Google
Play nnn App Store. M3beraiiTe yCTaHOBKW NMPUIONKEHUIN Yepe3 CTOPOHHME CalTbl MW CCbIIKU B
CMC-co0b6LLEHMAX M INEKTPOHHbIX MUCbMaX.

- Mepen ycTaHOBKOM npoBepbTe paspaboTyMKka MNPUIOKEHMA — OH OO/KEH OblTb YKasaH Kak
oduLManbHbIN baHK. YnTalTe 0T3bIBbI M 0bpaLLaliTe BHUMAHME HA KOIMYECTBO 3arpy3oK, MOCKO/IbKY
noaAeNbHble MPUNOKEHUA MOTYT MMETb MAio OT3bIBOB M/WUAN HU3KME OLEHKMN.

MpoBepsaiTe nHGopmaumIo Ha caliTe.

- Y6egutecb, YTO BCE CCbIIKKM, Pa3faesibl U CTPaHMLpl CaiiTa paboTatoT KOppPeKTHO. MolueHHUYeckue
CaliTbl YaCTO MOTYT UMETb Hepaboume UK HENPABUILHO BeayLMe CCbUIKU.

- Ecnm cant MPOCUT BBECTU CIULWLKOM MHOIO INYHbIX AaHHbIX, KOTOPble 06bI4HO He TpeﬁleTCﬂ npu
CTaHOaQPTHbIX onepaunax, aTo CUrHan gna [0NONHUTENbHOM nposepkun CaiTa Ha MOLLUEHHNYECTBO.

Ucnonb3yiite MHOrodaKTopHyto ayTeHTUdUKaumio.
MoaknounTe AByXPaKTOpHYHO ayTeHTUdUKaumio (2FA) B cBOEm HaHKe. ITo A06aBUT eLé oguH YPOBEHb
3aLWMTbI K BalleMy aKKayHTY, AaKe eC/iv KTO-TO y3HaeT Ballu IOTMH U Naposb.

MpoBepsiTe cepTuduKatbl 6e3onacHocT.

B bpaysepe MOXHO NOCMOTPETb cepTUdMKAT 6e30MacHOCTM caiTa, KOTOPbIM AO0/KeH ObiTb BblAaH
aBTOPUTETHOM OpraHu3aumeit. ECiM caiiT BbI3bIBA€T COMHEHMS, /ly4llie BO3AEPHKATbCA OT BBOAA JIMUHbIX
OaHHbIX.

CoobuiaiitTe 0 N0A03PUTENbLHBIX MPUNOMKEHUAX U CaliTaXx.
EcAmn Bbl 3aMeTMAN NOLO3PUTENbHBIA CalT UAN NPUNONKEHWE, HEMEAJ/IEHHO coobuuTe 06 3TOM B
cNyX6y noaaepkku Bawero 6aHKa 1 NpekpaTuTe A0boe B3aMMoaencTere C pecypcom.

O6HOBAANTE NPUNONKEHUA U ONEPALMOHHBIE CUCTEMBI.
PerynapHo 06HOBNANTE oOMNEpaLMOHHYI CUCTeMy Ballero YCTPOWCTBA WM BCe YCTaHOBNEHHble
NPUNONKEHNA, YTOBbI M36eXKaTb YA3BMMOCTEN, KOTOPble MOTYT 6bITb MCMONb30BaHbl MOLLEHHUKAMMW.

Cnepya 3TMM peKOMeHZAUMAM, MOXKHO CyLL,eCTBEHHO CHU3UTb PUCK CTaTb )KepTBOﬁ MOLIeHHWNKOB,
KOTOpble nogaenbiBatoT 6aHKOBCKME CalTbl U NPUNOXKEHUA.
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4. MOWEHHNYECTBO C KAPTAMW U UHTEPHET-MNATEXAMU

MeToabl KpaXKu faHHbIX KapT

3/10yMbILIJI'IEHHVIKVI MCNONb3YIOT pPa3IndHble METOoAbl ONA KPaXWU OaHHbIX DOaHKOBCKMX KapT, 4YTOObI
OCyLecCTB/IATb HECAHKLMOHNPOBAHHbIE NN1aTEXN U NepeBOoabl.

e CKMMMUHr
CKMMMeEpbI — YCTPOICTBA, YCTaHAaBAMBAEMbIE Ha BAHKOMATbI UKW TePMUHAbI ONATbl A5 CYUTbIBAHUA
[OaHHbIX C MarHUTHOM NO/IOChI KapTbl. YacTo MOLWEHHUKU UCNO/b3YHOT CKPbITblE KAMEPbI UM HaKNa4Ku
Ha KnaBmaTtypy gna 3anucu eeegéHHoro NMUH-Koga. 3To No3BOAAET UM KNOHMPOBATb KAPTy U NOAYYUTD
[OCTYN K AeHbram »epTBbl.

. LWnMmmuHr
CoBpemeHHasi BepcuMA CKMMMMHIA, NpPU KOTOPOW WCMONb3YeTcs MWHMWATIOPHOE YCTPOMCTBO A/1A
nepexsaTta AaHHbIX C YMna KapTbl. XOTA AaHHble YMna CNOXKHee noanenatb, HEKOTOpble BMAbl aTak
No3BONAIOT YaCTUYHO MCMNO/Ib30BaTb MHOOPMALMIO ANA KParXKM CpeacTB.

*  ®OUWKUHT ¥ BULLUHT
MOLUEHHWKN PacCbiNaloT 3NEKTPOHHbIE MUCbMA, COOBLLEHUA WAM 3BOHAT KepTBam, NPeACTaBAAsAChH
COTPYAHMKaMM BaHKa, C Lenbtko NoayunTb AaHHble KapTbl, MNH-koa nam kog CVV. epTBa MoXKeT He
0CO03HaBaTb, YTO €€ 06MaHy1, MOKa He NPOM30NAET CUCaHUe CPeacTs.

M MepexBaT AaHHbIX NPU UHTEPHET-NAATeXKax
310yMbIWNEHHUKM  MOTYT WUCMNOJiIb30BaTb d)al'IbLIJVIBbIe CauTbl, 3apaK€HHble KOMMNbIOTEPbl WU
BpegoHocHoe MO ana nepexsata AaHHbIX KAPT NPU COBEPLUEHUM INEKTPOHHbIX CAEOK.

*  BpepgoHocHoe MO (KnaBuaTtypHble LWNNOHbI)
KnaBmaTypHble LINUOHbI 3aNUCbIBAOT HAXKATUA KNaBULW Ha YCTPOWCTBE KepTBbl, B TOM YMCIEe BBOZ,
OaHHbIX KapTbl MPY MHTEpPHEeT-NAaTeXax. TN AaHHble 3aTeM NepeaatoTcAa MOLLIEHHMKaM.

*  MoleHHNYEeCTBO C yyacTueM NoAcCTaBHbIX uu/aponnepos
[ponnepbl — NOACTaBHbIE NLA, KOTOPbIX MOLWWEHHWUKM UCMNOb3YIOT A/ 06HaIMYMBAHMA YKPALEHHbIX
cpeacTs. Jponnep MoxKeT noaydaTb MO0 AeHbIM Ha CBOM BaHKOBCKME cyYeTa UM KapTbl, IMBO ToBapbl,
KyN/eHHble Ha YKpajeHHble CpeacTBa, a 3aTemM MepefasBaTb WX MOLIEHHWKamM 3a Hebosbllyio
KOMneHcaumio. 4acto gponnepbl He OCO3HAMOT, YTO Y4acCTBYIOT B MPECTYMHON CXeme, U WX MOryT
MCMO/Ib30BaTb A4J/1A 3aMyTbiBaHUA C1eA0B GUHAHCOBbIX ONepaLmi.

MoLUeHHWUKM MOTYT NPMB/IEKaTb APONMNEpPoB Yepes 06baABIeHNA 0 «BbICTPOM 3apaboTke», He 06bACHAS,
YTO [leHbIM MoJy4YeHbl HE3aKOHHbIM MYTEM. B HEKOTOPbIX C/Iy4Yasx APONMNepoB MOryT NpuBAeKaTb Yyepes
COLICETU U/IM MECCEHOMKEPbI, Mpeanaras «paboTy C nepesBogamu AeHer».

*  BaHKOMaTbl U TepPMUHAJIbI C KOMMPOMETUPOBaHHbIM MO
MHoraa 3/10yMblWAEHHUKM YCTaHaBAMBAIOT BpeAoHocHoe MO Ha 6aHKoMaTbl M TEpMUHAbI A4/19 3anucK
[JaHHbIX KapT Npu TpaH3aKuuax. Takue ycTpoMCTBa MOryT MepexsaThbiBaTb AaHHble M nepeaasatb WX
MOLLEHHUKaM.
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5. KAK 3ALLUTUTb CBOW AAHHBIE NPU ONNATE OH/1ANH

Ona Toro 4tobbl 3aWWTUTL AaHHble CBOEeM KapTbl B WHTepHeTe, cnepyeT cobntogatb npasunia
6e30MacHOro Mcnoib3oBaHNA BaHKOBCKMUX KapT OHMAMH.

*  Wcnonb3yiTte KapTbl c TexHonorunen 3D Secure.
370 AONONHUTENbHAA 3alMTa ANA MHTEpHeT-NaaTexel, Npu Kotopol TpebyeTca BBOA OAHOPA30BOro
naposs, OTNPaBNEHHOro Ha TenedoH Bnafenbla KapTbl. ECIM MHTEPHET-marasnH noagaepxusaet 3D
Secure, 310yMbILUEHHUKM HE CMOTYT 3aBepLUMTb TPaH3aKLuio 6e3 aToro Koaa.

* Tlnatute TONbKO Ha NPOBEPEHHbIX caliTax.
Y6eautech, 4TO calT 3awmuéH (aapec caiita HauMHaeTcsa ¢ https://, ecTb 3HaYOK 3amKa B agpecHoM
CTpoKe). M3beraiite NOKYMNOK Ha COMHUTE/IbHbIX W/ Ma/IOU3BECTHbIX CaliTax.

*  WUcnonb3yiite BUPTyasibHbIe KapTbl A1 MHTEPHET-NNATEXKEN.
[ns nHTepHeT-noKynok 6esonacHee 1Cnosib30BaTh OAHOPA30BbIE BUPTYasibHbIE KapTbl, KOTOPbIE MOXHO
MOMO/IHATL Ha KOHKPETHbIE CYMMbI. ITO OrPaHUYMUT BO3SMOXKHOCTb KPasKM AaHHbIX OCHOBHOW KapTbl.

*  lMoaknouunte yBeaoMAEHUA O TPaH3aKLMUAX.
BkAtounTe yBEAOMNEHNSA O KaXA0M TpaH3akumm no CMC-coobLeHnto uam B 6aHKOBCKOM MPUNOXKEHUM.
3T0 NO3BOJIMT BOBPEMA 0BHAPYKWUTb HECAHKLMOHUPOBAHHbIE ONepaLumn u HemeaneHHo 3ab10KMpoBaTb
KapTy.

*  He xpaHuTe gaHHble KapT Ha caiiTax u B 6pay3epax.
He coxpaHaiTe peKBM3UTbI KapT B OHJAMH-MarasnMHax n 6paysepax, 0COBEHHO Ha YyKMX YCTPOMCTBAX.
[axke ecnu caiT npeasiaraeT HafEKHoe coxpaHeHue Ans OyayLwmux NOKymnokK, Nyylle BBOAUTb AaHHbIe
KaKabll pa3 3aHOBO.

*  Wcnonb3yiiTe cnodkHble nNapoau u ABYXPAKTOPHYO ayTeHTUdUKauuio. CNoxKHble naponu ans
aKKayHTOB B MHTEPHET-MarasuMHax M MAaTéXHbIX cucTemax M ayxdakTopHas ayTeHTudUKaumn
(Hanpumep, yepes CMC-coobuieHus) obecneyaT A40MNONHUTENbHYIO 3aLLUTY.

* [lpoBepsAiiTe BbINUCKMU NO KapTe.
PerynspHo npocmaTtpuBaliTe 6aHKOBCKME BbINMUCKU 1 MpoBepAiTe Bce TpaH3akuuu. MNpu obHapy»KeHun
noAo3pUTEIbHOM OnepaLyun CBAXKMUTECH C BaHKOM U 3ab610KMpPYiTe KapTy.

*  YcraHoBuTe aHTUBMPpYCHOe MMO.
AHTMBMPYC NOMONET 3alMUTUTb YCTPOMCTBO OT BpegoHocHoro MO, KoTopoe MOMKeT mnepexBaTbiBaTb
JaHHble KapT.

*  He coBepluaiiTe nnaTexKu yepes nybanuHblie Baiidain-cetun.
OcyLiecTBaaTe MHTEPHET-NIATEXM TONbKO Yepe3 BesonacHble ceTu. MybanyHble Badain-ceT moryT
6bITb YA3BMMbI A5 MepexsaTa AaHHbIX.

*  OTHOCUTECH C OCTOPOXKHOCTbIO K MPEA/IOXKEHUAM «NErKOro 3apaboTkar.
HuKoraa He cornawanTech Ha NPeAJ/IosKeHU, CBA3aHHbIE C MCMNO/Ib30BaHMEM Ballero 6aHKOBCKOTO CYETa
WK KapTbl 415 MONYYEHUA NEPEBOLOB M OTMPABKM TOBAPOB. ITO CXeMa MOMKET BbITb MOLLIEHHUYECKOW
C y4acTviem ApOnnepos, U B pesy/ibTaTe Bbl MOMKETE OKa3aTbCsA BOBNEYEHHbBIM B YrO/I0BHOE Ae0.
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3TM coBETbI MOMOTYT 3aLUMTUTL BaliM GAHKOBCKME KapTbl U AaHHbIE OT MOLIEHHUKOB, @ TaK¥Ke CHU3UTb
PUWCK yTpaTbl CPEACTB Npu onnate B MHTepHeTe.
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6. MOWEHHWYECTBO C MHBECTULUMNAMWN N DUHAHCOBbLIE MMPAMKbI

Kak pacnosHaTb noao3puTenbHble NPeAsoXKeHUA NO BAOXKEHUIO CPEACTB

MOLEHHNYECTBO C MHBECTULMAMM W GUHAHCOBbIE NUPaMUAbl ABAAKOTCA OAHUMM W3  CaMblX
pacnpocTpaHEHHbIX cxem obmaHa. MoLWeHHMKN obelatoT BbICOKME NPUBBLIAM C MUHUMANbHLIMK
pUCKamK, NpuBeKas N0AEN K BNOXKEHWUIO AeHer B GpabluMBble AN HEHAAEKHbIE MPOEKTbI. s Toro
4TOObI HE CTATb KePTBOMN NOA0OHbIX CXeM, Ba*KHO YMETb PAcnoO3HaBaTh NPU3HAKM MOLLUEHHUYECTBA.

O6eLaHue BbICOKOM aoxoaHocTu 6e3 pucka

OAMH 13 OCHOBHbIX NpPM3HaKoB (GMHAHCOBOrO MOLUEHHMYecTBa — obellaHune 6o/bWKX [OXOL0B C
MUHUMANbHBIMU UK HYNEBBIMU PUCKAMW. PeasibHble MHBECTULMOHHbIE MHCTPYMEHTbI BCErAa CBA3aHbI
c onpeaenéHHol cTeneHbto pucka. Ecnm npeanoxeHune 3syUnT CANWKOM XopoLwo, YTobbl 6bITb NpaBaow,
OHO, CKOpee BCEero, MoLLEHHUYECKOoe.

[aBneHue co CTOPOHbI OPraHU3aTOPOB

MOLUEHHMKM 4YacTo CO34al0T  OlyLWEeHWe CPOYHOCTM, ybewaas MoTeHUManbHbIX KepTB, YTO
npeasioXKeHue OrpaHMYeHo MO BPEMEHW WM AOCTYNHO TOAbKO Ans m3bpaHHbIX. OHWM MoryT
MCMNOMb30BaTb TAaKTUKM AaBAEHMUSA, YTOObI 3aCTaBUTb Bac BbICTPO NPUHATL PelleHne, He AaBas BpeMeHU
Ha aHanus.

HesAcHble an cNoXHble CXembl MHBECTUPOBAHMUA

Ecav Bbl HE MOMKeTe MOHATb, Kakum obpas3om ByaeT NPoUCXOAMTb 3apaboTOK Ha MHBECTULMAX, 3TO
noBog, A/1A NoAo3peHuil. MOLWEHHUKM YacTO CKPbIBAIOT PeasibHyl0 CyTb CBOEro MpeasoXeHus 3a
CNIOKHBIMW U HEACHBIMU GUHAHCOBLIMM CXEMAMM, KOTOPbIE HUKTO HE MOMKET 06 BACHUTbL 4OCTYMHbIM
A3bIKOM.

OTCcyTCTBUE NLEH3UIA U perucTpaumm

HacToslmMe WMHBECTULMOHHbIE KOMMAHUU [OMKHbI ObiTb 3aperncTpupoBaHbl U IMLEH3UPOBAHbI B
COOTBETCTBYIOLLMX OpraHax (Hanpumep, LleHTpanbHom 6aHKke Poccuu). Ecav opraHusauma He moxet
npeaoctaBuTb MHOOPMAUMIO O CBOEM pernctpauunm WAM  AULEH3MM, 3TO ABHbIM  MPU3HaK
MOLLEeHHUYecTBa.

Cuctema BO3HarpaxgeHusa 3a npusneyeHue HOBbIX YY4aCTHUKOB

duHaHcoBble nMpammabl 4acTO OCHOBbLIBAKOTCA HA MPUBJIEYEHUN HOBbIX Y4AaCTHUKOB. BIOXMB AeHbrn,
Bbl NONly4aeTe BO3HArpaXKAeHMe TO/IbKO B TOM C/lydae, eciv npuseaére aApyrmx nogen, KOTOpble TOXe
B/IOXKAT CpeAcTBa. Takaa cxema He ABadAeTcA 3aKOHHOM MHBECTVILI,VIeﬁ M PaHO Uan NO03gHO pa3BannTCA,
0CTaBMB 60bLUINMHCTBO y4aCTHUKOB 6e3 AeHer.

OTcyTCcTBUE NPO3PAYHOCTU

MolweHHWKN nsberatot NnpPo3pa4yHOCTN B CBOUX ,D.eVICTBVIﬂX: OHW He NPegoCTaBNAKT NO/IHbIX U MOHATHbIX
OTYETOB O [ABWMKEHUW CPEeAcTB, WMHBECTopax W onepaumax. EcnM KomnaHMA He roToBa pPacKpbITb
MHbOPMaALMIO O TOM, KaK YNpaBAAKOTCA BallM AEHblM, 3TO CEepPbE3HbI CUTHAA [NA OTKasa oT
COTPYAHMYeCTBa.
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Ucnonb3oBaHMe 3IMOLMOHANbHbIX MaHVII'IyJ'IﬂLI,VIﬁ

310yYMbIWAEHHUKWU MOTYT anefiMpoBaTh K YYBCTBY CTpaxa MM XALHOCTU, PAaCcCKasbiBaA O BO3MOKHbIX
d)MHaHCOBbIX nortepAx, ecCan Bbl He BIOXUTE Cpeactsa, Uan, HanpoTus, o6eu.|,a$| Bam ¢VIHaHCOByI'O
HE3aBUCMMOCTb U ycnex.

DUKTUBHbIE OTYETbI O AOXOAHOCTU

MoOLWEeHHWKN MOTYT NOKa3blBaTb Bam dasiblUMBbIE OTYETbI O TOM, CKO/IbKO Bbl AKOObLI 3apaboTanu. 3To —
cnocob nopaepuBaTh y BaC WAMKO3UIO NPUOLIIM U MOTUBUPOBATb K AaNbHENLIMM BIOXKEHUAM, TOr4a
KaK B peasNbHOCTM A0X040B HeT.

Kak pacnosHaTtb HeneranbHyto d)MHaHCOByIO KOMMaHuto

Yr1o cunuTaeTca HeneranbHOM AeATeNbHOCTbIO?

KomnaHuu 6e3 perucrpaumm am AMugH3um

duHaHcoBble NMPaMUAbI

PacnpoctpaHeHune nHbopmaLmmn o NMpamuaanbHbIX CXemax

Mpu3HaKM COMHUTENbHbIX KOMNAHWIA:

O6eLLaHMA BbICOKOro 40X04a 33 KOPOTKOE Bpems

MpeanosKeHue B3ATb KPeANUT AN MHBECTULMIA

CrneLuKa Npu NPUHATAM PELLEHUA U AaB/IEHNE Ha KYMYLLEHHYH BbIro4y»
OTCyTCTBME OTKPBITOM MHOOPMALMM O KOMNAHUK

Kak 3awuturtbca?
MpoBepbTe, eCcTb M KOMNaHWA B peecTpe Ha cbr.ru/finorg
MocmoTpuTe, €CTb N B CIMCKE NOA03PUTENbHbIX KOMNaHui Ha cbr.ru/inside/warning-list

B c/lyuae COMHEHMIA MCMONb3yiTe NAaTGOPMy «3Hait CBOEro KMeHTa»:
cbr.ru/counteraction m ter/platform zsk/proverka-po-inn

Kak npoBeputb HagEXXHOCTb MHBECTULLMOHHOTO NpPeasoXKeHUsa

MpoBepbTe KOMnNaHuio B peectpe Lb.

Bce opraHusaumu, npegnaratowme GUHAHCOBbIE YCAYrM, BKAKOYAA WMHBECTULMM, LOMKHbI ObiTbh
3aperncTpmMpoBaHbl U UMETb NLLEH3NIO OT LieHTpanbHoro 6aHka. Ha oduumanbHom calite LLb MoOXKHO
NpPOBEpPUTb, 3apPerMcTpupoBaHa M KomnaHua u obnagaeT M oHa HeOOXOANMMbIMU paspeLleHnAMU AN
BEAEHUSA UHBECTULLMOHHOWN AeATENbHOCTHU.

N3yunTe AOKYMEHTbI KOMNAHUU.

Mpexae Yem BKNAAbIBaTb AEHbIM, 3aMpocuTe Y KOMMAaHMU BCe HEOBXOAMMbIe LLOKYMEHTbI, Takue Kak
perncTpaumoHHble AaHHble, NLEH3UKN, GUHAHCOBbIE OTYETLI M YCI0BUA Aorosopa. Jltoban neranbHas
MHBECTULIMOHHAA KomnaHus obsA3aHa NpeaocTaBuTb 3Ty MHGOPMAaLLMIO MO 3anpocy.
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MpoBepbTe 0T3bIBbI U penyTaumio.

M3yumTe OT3bIBbI APYrMX KAWEHTOB M WMHOOPMALMIO O KOMMNAHUMM B OTKPbLITbIX MCTOYHMKAX. Ecam
HeraTMBHbIX OT3bIBOB, Kanob Ha HeBbINAaTbl WAW 3aTArMBaHME oOMepauuii MHOTO, 3TO MOBOA
HaCTOPOXKMUTLCA.

MpoBepbTe CAUT KOMMNAHUU.

HaféxHaa MHBECTUUMOHHAA KOMNAHWUA A0/IKHA UMeTb NPodeccoHanbHblM CalT ¢ NoHbIM Habopom
IOPUANYECKON U KOHTaKTHOM MHPopmaummn. O6paTtute BHUMaHME Ha Ha/lMuMe AaHHbIX O PYKOBOACTBE
KOMMNaHUKM, agpecax M KOHTAKTHbIX TenedoHax. EcnM KOHTaKTHas MHPoOpmaLMa MUHUMAAbHA WK
OTCYTCTBYET, 3TO NOBOZ, 334yMaTbCA.

U36eraitTe aHOHUMHbBIX MU OPLIOPHBIX KOMMNAHWUIA.

MOLWEHHUKM MOTYT NPeasiOKUTb BAOKWUTb CPeacTBa B aHOHMMHbIE WAM 3apermcTpuMpoBaHHble B
odlwopax KOMMaHMM, YTOBbl YKJOHUTLCA OT PEeryinpoBaHMsA W OTBETCTBEHHocTU. OTcyTcTBMe
NpPO3pPaYyHOCTU B OPUCAMKLMM — CUTHAN A5 OTKa3a OT MHBECTULMNA.

OueHUTe PeaNUCTUMHOCTb NPEAIOKEHUA.

OueHWTe, HACKO/IbKO peasiMCTUYHbI ObellaHHble A0X04bl U CPOKWU. MpeanoXeHWs Mo MOBbILEHUIO
[OXOAHOCTM 3HAUUTE/NIbHO BbIWE PbIHOYHOW MPU OTCYTCTBMM YETKUX OBOBACHEHWIA, Kak oHa byaet
[OOCTUTHYTa, AO/MKHbI HACTOPOXKMUTb Bac.

He BKnapgbiBaiiTe BCe cpeacTBa B 04HY KOMNAHUIO.

[axe ecaun npeanoxeHue BbIMMAAUT HaAEXKHbBIM, HUKOTAA HEe MHBECTUPYItTE BCe CBOM cbepeskeHusn B
O4UNH NPOEKT. Pas,u,eneHme B/IOXEHUI Ha HECKO/IbKO MHBECTULNOHHbBIX UHCTPYMEHTOB NO3BOJIUT CHU3UTb
PUCKM NoTepsb.

KoHcynbTupyiitecb ¢ He3aBUCUMMbIMU SKCNEPTaMMU.
Mpexae Yem NPUHATL PeLeHNE O KPYNHOM B/IOXKEHUN, 06paTUTECH 33 KOHCY/IbTALMEN K HE3aBUCUMbIM
OMHAHCOBbIM COBETHMKAM. ITO MOMOMKET OLEHWUTb PUCKM U U3DEXKATb Yy4ACTUA B COMHUTENIbHBIX CXEMAX.

MomHUTe 06 OTBETCTBEHHOCTMU.

Ba)KHO NOHMMaTb, YTO KaKAbln WHBECTOP HeCET OTBETCTBEHHOCTb 33 CBOM pelueHnA. PekomeHayeTca
nsberatb 9MOUMNOHA/IbHbIX MOKYNOK U He BKNaAblBaTb AeHbrn B NpeasioXXeHuA, KOTopble Bbi3blBAlOT
COMHEHMUA, NN eC/I Ha BaC OKa3blBakOT AaB/IEHUE.

CnepoBaHue 3Tum pekomeHagaumnam no3BoONUT MUHUMU3IUPOBATbL PUCK NonNagaHUA B JIOBYLWKY
MOLWEHHUKOB 1 0aCT BO3MOXHOCTb MPUHMMATb B3BeLWEHHblIE MHBECTULLMOHHbIE peLleHnA.

Ecnv Bbl cTanun )KepTBOﬁ MOLUEHHWKOB, Ba*HO AeNCTBOBaTb 6bICTp0 M nocnenosaTtesibHO.

BnoKkupoBKa KapT 1 cueTos

HemegnneHHo cBAXKMTECH € BaWMM BaHKOM MAN GUHAHCOBLIM yUYpexaeHnem 1 3ab10KMpyiiTe Bce
noctpagaslime  KapTbl M cyeTa. ITO  MOMOMKeET  MNpefoTBPaTUTb  AajbHeilne
HeCaHKLMOHMPOBaHHbIE TPAH3aKLUUN.

O6paweHue B 6aHK
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YBepomuTe cBol 6aHK 0 npounsoLesem nHUuAeHTe. Nonpocute X NpesocTaBuTb MHGOPMALLMIO O TOM,
KaK MOXHO BEPHYTb YKpPaAeHHble CPEACTBA M KaKMe AONONHUTE/bHbIE Mepbl 6€30MacHOCTU MOXKHO
npeanpuHATD.

Nopaua 3aaBneHUA B NONAULMIO

Hanuwwute 3assneHne B nonvumio. O6A3aTENbHO COXPaHUTE KOMUIO 3asBNEHWMA W Ntobble Apyrue
OOKYMEHTbI, CBAi3aHHble C MWHUMAEHTOM. 3TO MOXeT ObiTb MNONe3HO B C/yyae JasbHeMlLmx
paccnefoBaHuii U o5 BO3MeLLeHMA YObITKOB.

YBepgomneHue o MOLEeHHUYecTBe

Echm  BalwM  /NMYHble  AaHHble  OblIM  CKOMMNPOMETMPOBaHbI, YBEAOMMTE O MOLUEHHMYECTBE
COOTBETCTBYIOLME OpraHU3aLun, TaKMe KaK KpeguTHble 6t0po, YToObl NPesoTBPaTUTb BO3MOMKHbIE
C/ly4an MOLLEHHMYECTBa B byayLuem.
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CoBeTbl N0 BOCCTAHOB/IEHUIO KOHTPO/A noc/sie UHUUAEHTOB

KoHTponb 3a KpeauTHO uctopmen

PerynapHo npoBepailTe CBOK KPEAUTHYHDO UCTOPUIO HA HaAMuMe MOJO03PUTENbHbBIX UM
HECAHKLMOHMPOBAHHbIX 3anuceil. 3TO MNOMOXET CBOEBPEMEHHO OOHapyXUTb BO3MOMXKHOE
MOLUEHHNYECTBO.

Ucnonb3oBaHue aHTUBUpPYCcHOro MO u o6HoBNEHWUIA
Ybenutecb, YTO Ha BCeEX BalUMX YCTPOMCTBAX YCTAHOB/IEHO aKTyasibHOe aHTuBMpycHoe MO 1 4YTo OHO
perynsapHo obHoBAsAeTCA.

U3meHeHue naponeit
M3meHWTe Naponn BO BCeX BaWMX YYETHbIX 3anucAX, OCOBEHHO TeX, KoTopble MOMnU bbiTb
CKOMMPOMETUPOBAHbI. MCNONb3yITE CNIOXKHbIE U YHUKAbHbIE NAPOAU ANA KaXKA0W YYETHOM 3anmcu.

OnoseLleHne 0 NOA03PUTENbHO aKTUBHOCTU
CneanTe 3a NOA03PUTE/IBHOM aKTUBHOCTBIO Ha CBOMX GMHAHCOBBIX CYETAX U HEMEA/IEHHO coobLaiTe o
NobbIX aHOMaNMAX B Ball HaHK.

Mcuxonornyeckan nogaepika
Mcuxonormnyeckoe BOB,D,EI‘/‘ICTBVIE OT MOLWEHHMYECTBA MOXKET ObiTb 3HAaUMTEeNbHbIM. He cTecHalTecb
o6pau.|,aTbc5| 3a FIOLI,LI,Ep)KKOVI K cneunannctam, ecam 4yyecrteyerte HEO6XOAMMOCTb.

MpeanpuHAB 3TV AEWCTBUA, Bbl CMOXKETE MUHMMU3UPOBATb yuWepb M BOCCTaHOBUTb KOHTPOAb Hapg,
Bawemn ¢prMHaHCoBOM HE30NacCHOCTbLH.
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7. NOJIE3HbIE KOHTAKTbI

MOLWEHHNYECTBO — Cepbé3Haa yrpos3a, C KOTOPOM MOMKET CTO/MKHYTbCA KaAablh. YT1obbl
MWUHUMMU3NPOBATb PUCKMU U ObICTpEE BOCCTAaHOBUTLCA NOC/AE MHLUWAEHTA, BaXHO 3HaTb OCHOBHblE
npaBuaa M4HOM GMHAHCOBOW 6E30NacHOCTU, a TaKXKe MMETb MoJ PYKON KOHTaKTbl, KOTOpble MOTyT
O6biTb MONIE3HbI B C/Ay4ae MoWeHHMYecTBa. OcCBeAOMNEHHOCTb O Mepax 6e3onacHocTM MU
nNpoduUNaKTUYECKUX AENCTBUAX — 3a/10T 3aLLMTbl OT KMbepyrpos.

MonesHble KOHTAKTbI

*  Nonuuua
Homep ans Bbizosa: 102

*  LleHTpanbHbIii 6aHK Poccum
OdurumanbHbIi canT: https://www.cbr.ru/
KoHTaKTHbIN LeHTp: 8-800-300-30-00
Ha caite LleHTpobaHKa Takke ecTb MHPOpMaLMA O A4ENCTBUAX B ClyYae MOLIEHHMWYeCcTBa.

*  KoHTaKTtbl AO «ToitoTa baHK»
OduumanbHbIi caitT: https://toyota-bank.ru
KOHTaKTHbIN LeHTp: 8-800-200-08-40
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8. LOMNOIHUTE/IbHBIE PECYPCbI A1 MOBbIWEHWA OCBEAOMJ/IEHHOCTU

*  JlokanbHble pecypcbl No KubepbesonacHocTu:

B Poccum 370, Hanpumep, noptan «CTOMMOLIEHHUK.pd», rae NpeacTaBieHbl aKTya/ibHble CXeMbl
MOLLEHHNYECTBA U PEKOMEHAALMN KaK 3aLWUTUTLCA OT HUX.

*  CoumuanbHble ceTU U PACcCbIIKK 6aHKOB:

MHoruve 6aHKKU n d)VIHaHCOBbIe OpraHunsauuun segyTt 610rM 1 KaHanbl B COUMaNbHbIX CeTAX, rae AenATcAa
No/sie3HbIMW COBETaMM MO 6€30MacHOCTHU.

Cnepya sTMUM pekoMeHZauMAM M 06paLLanch K HaAEXKHbIM UCTOYHMKAM, Bbl CMOKETE NMOBbLICUTb CBOIO
3aWMUTY M ObITb FOTOBLIM K /II0ObIM MHLMAEHTAM.
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9. OTBETbI HA HACTO 3AAABAEMBbIE BOMPOCHI

Kak opuguueckomy nuuy, UHAMBUAYaNbHOMY MpeanpUHUMATEN0 U ULy, KOTOpOoe 3aHMMaeTca
YacTHOM NPaKTUKOM, 06)KaNnoBaTb BK/IOUYEHME PEKBU3UTOB B 633y AaHHbIX
«O cny4asx U MOMbITKaX OCYLECTBEHUA MEPEBOAOB AEHEXHbIX cpeacts 6e3 A06poBonbHOro

cornacus KameHTa»?
3TO BO3MOXHO OAHUM U3 ABYX CNocoboB:

- 0bpaTtuTbCAa ¢ 3aABAEHNEM B 110601 13 BAHKOB, B KOTOPOM 06C/Y*KMBAETECH Bbl MM Balla KOMMNAHMS.
baHK 006s3aH nepeHanpasuTb obpalleHne KaveHTa B baHk Poccum He nosgHee credylowero
paboyero gHA (MpY OTCYTCTBMM OCHOBAHWUA AN OTKasa B nepenaye 3aasneHusa B baHk Poccun);

- HanpasuTb 3asaBneHuMe B baHK Poccum yepes MHTEpHET-NPUEMHYHO, Bbl6paB B KayecTBe TeMbl

obpaueHuns «MHbopmaLMOoHHYI0 6€30MacHOCTbY M COOTBETCTBYHOLLMIM TN Npobaembl.

Hesasucmo oOT crnocoba 06palleHns WHAMBUMAYASbHOMY MNPEANPUHUMATENIO U ULy, KOTOpoe
3aHMMAETCA YaCTHOWM NPAKTUKOM, B 3aABJEHUM HYXKHO 06A3aTe/IbHO YKa3aTb c/ieaytolime aHHble:

- cepuio (MPU HaANUYUM) M HOMEP AOKYMEHTA, YAOCTOBEPAIOLLErO IUYHOCTD;

- WHH;

- HOMepa BaHKOBCKMX CHETOB U/UAM NAATEXHbIX KapT, /UK 3NEKTPOHHbIX KOLWE/bKOB.
[lonoNHUTENIbHO Bbl MOXKETE YKa3aTb B 3aB/I€HWUM MOJIHbIE U COKPALLEHHbIE

(Mpw1 HaNMUMKM) HaMMeHOBaHMA GAHKOB, OT KOTOPbIX Bbl Y3Ha/M O BKNHOYEHUN CBEAEHWUI B 6a3y AaHHbIX
BbaHKka Poccum, u/vam nx 6aHKoBCKME MAEHTUOUKALMOHHbBIE KOAbI, @ TaKKe Homep TenedoHa.

HOpnanveckomy nmuy B 3aABAEHUM HYKHO obAzaTenbHO YKa3aTb cneayrwouine AaHHble:
- WHH;

- HOMmepa 6aHKOBCKMX CHETOB VI/VI/WI nAaTeXXHbIX KapT, M/MIWI 3/IEKTPOHHbIX KOLWEeNbKOB.

Kpome ToOro, ecam 6aHK nosaraet, 4To cBeaeHnAa O ero KJ/IMeHTe BK/HYEHbl B 6a3y AaHHbIX
HeobOCHOBaHHO, TO OH BnpaBe CaMOCTOATEJIbHO, 6e3 y4yacTua KAueHTa, HanpasuTb B baHk Poccum
MOTUBUPOBAaHHOE 3aABNEHUE.

baHk Poccum B TeyeHue 15 paboumx p[HEA pPaACCMOTPUT 3asiBieHWME W MPUMET pelleHue o
LenecoobpasHOCTM UCKNIOYEHUS PEKBU3UTOB U3 6a3bl aHHbIX.

Kak uyenoBek uaM KomnaHuA y3HalT O BblHeCeHHOM BaHKom Poccum pelueHum no pesynbratam
paccmoTpeHuA 3aaBaeHuA 06 UCKAIOUeHUU cBegeHuii us 6asbl AaHHbIX?

baHk Poccum B TeueHue 15 paboumx AOHEN PacCMOTPUT 3asiBAEHME W MPUMET pelleHue o
e1ecoobPasHOCTM UCKIOYEHUA PEKBU3UTOB M3 6a3bl AaHHbIX.
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Ecnn KnneHT obpallancs ¢ 3aaBaeHMeM B CBOM BaHK, TO pelleHune perynsatopa byaeT Hanpas/ieHo B agpec
6aHKa. Mpu aTtom oTBeT baHKa Poccnn KpeguTHasa opraHm3aumns oba3aHa coobLWMTb KANEHTY He No3gHee
cnepytolLero paboyero aHs.

B cnyyae, Korga KaveHT BaHKa obpawanca Hanpamyto B baHk Poccuu, peweHue perynsatopa byazet
HanpaBAEHO KAWEHTY.

Ecnv 6aHK camocToATeNbHO MHUUMMPOBaAN npoLecc obxkanoBaHua (6e3 yuyacTna KAWeHTa), To pelueHne
perynatopa 6yaeT HanpaBneHo B HaHK.

MoskeT nn coTpyaHUK BaHKa Poccum 3BOHUTDL Yepe3 MecceHaKepbl?

CoTpyaHvKM BaHKa Poccuu, a TakyKe rocyapCTBEHHbIX U MPAaBOOXPAHUTEIbHbIX OPraHOB HUKOTAa He
3BOHAT Yepe3 MecceHZKepbl. Tak MOCTYNalT MOLUEHHUKM, KOTOpble NPeAcTaBAAloTCA B TOM Yuc/e
coTpyaHUKamu baHka Poccum. MHoraa 310yMbILWNIEHHUKM HaMpaBAsfloT B MECCEHIMKEP WM HA
9NEKTPOHHYIO MOYTY MOAAE/NbHOE YAOCTOBEPeHUE C JOroTMNOM M nevaTbto baHka Poccun. Takue
[OKYMEHTbl MOTYT COAeprKaTb MMeHa peasibHbIX COTPYAHWKOB, CBEAEHUS O KOTOPbIX MOLUEHHUKM
MoMyYyatoT Ha CcaiTe perynatopa WM Kakum-nMbo apyrum crnocobom. Bbicbinas danblimsoe
YA,0CTOBEPEHME, OHM PACCUUTBIBAIOT J0OUTHCA J0BEPUS, YTOObI MOTOM 06MaHOM BbIMaHUTL Y Ye/I0BEKa
JeHbIM UM 0pOPMUTL Ha HETFO KPeauT.

Ecav Bam No3BOHWUIM AKOBbI paboTHUKM BaHKa Poccum nnm npaBooXpaHUTEIbHbIX OPraHOB U Pa3roBop
KacaeTtca Balwmux GMHAHCOB, NosoxuTe TPybKy. HMKoraa He nepesoanTe AeHLIM U He coobLyaliTe cBOM
NIMYHbIE U GUHAHCOBbIE AaHHbIe N0 NPocbbe He3HaKoMOoro aboHeHTa, Kem bbl OH HY NMpeacTaBuIICS.

3B0HAT U3 6aHKa U COO6LLAIOT, UTO KTO-TO NbiTaeTcA 0GOPMUTb KpeguT Ha MOé umsa. Yto aenatb?

370 — MOLWEHHWKM, MO3TOMY HEMEJ/IEHHO MPEepPBUTE PasroBOpP HECMOTPS Ha yrpo3bl M AaB/IeHUeE.
Y106bl BOMTM B [0BEpPME, 3/I0YMbIWAEHHUKM MOryT ob6paliaTbCd MO WMMEHM M oTyecTBy. He
noaAaBaiTech Ha Takue yN0BKWU. He coBepluainTe Kakux-1Mbo AeiCcTBUIA MO CYETY, eCNN BaM 3BOHAT C
npocbboit uan TpeboBaHMeM O NEPEeBOAE AEHer Wau C npeasioxeHvem o6 odopmaeHUn Kpeamra.
CamocToATeIbHO NO3BOHUTE B BaHK No HOMepy TenedoHa, yKasaHHOMY Ha ero oduumansbHOM caiiTe
WNM Ha 06paTHOM CTOPOHE KapTbl. TakKe coobLimTe CBOMM POACTBEHHUKAM WM NOAAM, KOTOPbIM Bbl
[oBepseTe, 0 NoMnbITKe MOLIEHHUMKOB 0BMaHyTb Bac.

MHe nO3BOHMAM M3 MNOAULMM U COOBLWMAM, UYTO MOM MepCoHanbHble JaHHble 6bian
CKOMMPOMETUPOBaAHbI, @ AeHbrM MOryT 6biTb MOXMULEHbl, U NpeanaraloT nepeBecTM UX Ha
cneumanbHblii cyéT B LleHTpobaHke. Yto genatb?

310 Haubonee pacnpocTpaHEHHadA MOLIEHHMYEeCcKas cxema. He CylecTByeT «CreumanbHbIX»,
«6e30MacHbIX», «3aWMWEHHBIX» WAM KaKUX-TMBO APYrMX CYETOB, Ha KOTOpble rpaskaaHe AO0JXKHbI
nepeBoAUTb AeHbrv B agpec LieHTpanbHOro 6aHKa. 310yMblLLAEHHWKM YNOMMUHAIOT AKO6bI cneunanbHbli
cyéT B LleHTpobaHKe, YTObbI YyCbiMUTL 6AUTENbHOCTb YenoBeka. Ha camom fene CYET, PEKBU3UTLI
KOTOPOro Ha3blBalOT MOLIEHHWKW, NPUHAANEKUT UM. He coBepluaiiTe HUKaKMX OEeNCTBUI NO CBOEMY
CYETY, NoNoXKMTe TPYBKY. ECIM y Bac OCTannCb KakMe-Mbo COMHEHUs, CAMOCTOATE/NIbHO NO3BOHUTE B
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6aHK no Homepy TenedoHa, KOTOPbIN yKa3aH Ha 06OPOTHOM CTOPOHE KapTbl AN Ha 0dULMANIBHOM caiTe
6aHKa.

Kak sawuturtbea or KMGEPMOI.I.IQHHMKOB?

KnbepmolieHHMKN obmaHbIBatOT Ntogen B IHTepHeTe unaun no tenedoHy.

Y HUX MHOXECTBO fiereHg, n cnocoboB 0bMaHyTb YenoBeKa, KOTOPble BCErAA CBOAATCA K OAHOMY: Y
YyenoBeKa MbITalOTCA BbIMaHWUTL AaHHble KapTbl, mapoau uam koabl n3 CMC-coobuweHnin nnbo
NMPOBOLMPYIOT CaMOCTOSATE/NIbHO MepeBecTU AeHbrn.  [103TOMy Ba)KHO MOMHWTL: HUKOrAa He
coobuiaiiTe AaHHble cBOel KapTbl, napoau n3 CMC-coobuieHuid, He nepeBoamuTe AEHbIM Ha CYET MO
npocbbe HemssecTHOro aboHeHTa, Kem Obl OH HW NpeacTaBuacA. TakKe HUKOr4a He BBOAMUTE 3TU
[aHHble Ha caWTax, Ha KOTopble Bbl MepeLL/IN MO cCbiaKke U3 NnucbMa nam CMC-coobuieHuns, a nyyiie —
HUKOTAA He NepexoamnTe Ha CaiTbl MO CCbIIKAM U3 NOA03PUTE/IbHBIX MUCEM.

YTo Aenatb, €K KTO-TO MO OWKNGKe 3a4UnCINA Ha MOM CYET AeHbru?

Ecnm Bam npuxogut CMC-cooblueHre 0 3aUnceHnn CpeacTs (M CoobLLeHME NOXOXKeE Ha NMPUBbIYHOE
yBegomeHve 6aHKa), a 3aTeM Bam 3BOHUT YE/IOBEK, KOTOPbIM MO OWMBKe 3a4UCIUA AEHBIU, U MPOCUT
BEPHYTb, He CrewmnTe HUYEro Bo3BpalaTb. Takas cuTyauma 6osblie Noxoxa Ha MOLIEHHWYECKYHO
CXemy: CKopee Bcero, AeHbru He npuxoaman, CMC-cooblieHve — He OT Bawero 6aHKa, a 3BOHWUA

BaM 3/10yMblLLIEHHMK. [pOBEPbTE COCTOAHME BALLEro CYéTa, Npexae Yem NepeBoanTb KOMY-TMb0o
OEeHbIN; eCn NOCTyniIeHMe BCE e 6bl10, 0bpaTuTech B CBOM BaHK 1 coobmTe 06 aTom. BaHkK
[OJIKEH CaM BEPHYTb OLUIMBOYHO 3a4MCNEHHbIE AEHbIU.

YTo senatb, ecnu NpUxoauT coobieHne o He06Xo04MMOCTU NOATBEPAUTL NMOKYMKY, KOTOPYIO Al He
cosepwan?

Ecnm Bam npuxoauT ysegomseHune «oaTeepamuTe MOKYMKy» U KO4, a CNeAoM Pa3faércs 3BOHOK OT
«paccesHHOro» YeNoBEKa, KOTOPbIV TOBOPUT, YTO NO OLUMOKe yKa3an BaL TenedOHHbIN HoMep, U MPOCUT
NPOAMKTOBATb €My KOZ, HU B KOEM C/lyyae He AenaiTe 3Toro. MoLwweHHWKM NbITaloTC BbIMAHUTL Y Bac
[JaHHble, 4Tobbl CNMCaTh C Ballero cYéta CPeAcTBa UM NOANUCATb Bac Ha HEHYKHbIM NAaTHbIN cepBuc.
Ecau Bbl Nonyunnm coobuieHne o HeobXoaMMOCTU NOATBEPANTL NOKYMKY — UTHOPUPYIATE ero.

Yro penatb, ecnv mHe 380HAT U3 MB/1, ®Cb nnu apyrux npaBooxpaHUTEIbHbIX OPraHOB U NPOCAT
OAHHbIe KapTbl X NepeBecTy AeHbru?

Ecnv Bam 3BOHAT M3 6aHKa, MOAULMW MAW APYroi OopraHM3auMuM U MPOCAT COBEPLIMTb GUHAHCOBbIE
onepaumu no cuyéty (nepesoa, 3aumMcneHue, B T. Y. Ha «Be3omacHbIM» cyeT, U T. A4.), HemeaNeHHO
npekpatute pasrosop. Ecam ecTb COMHeHWs, NO3BOHWUTE B CBOM BaHK M y3HaMTe, BCE K B MOPAAKE C
AeHbramu.

3a4acTylo 3/10yMbIWUNEHHUKN MPEACTaBAAOTCA He TONbKO «C/y*Kb6oi 6e3onacHOCTM BaHKa», HO M
«CoTpygHUKammn MB» namM Apyrux MNpaBoOOXpPaHUTENbHbIX OPraHOB, MCMOAbL3YHOT Pa3HOObpasHble
NpUEMmbl, COOBbLLAIOT, HaNpUMep, 0 AKOBbl MPOBOAMMBIX B JaHHbIA MOMEHT MEPONPUATUAX MO NOUMKe
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npecTynHuWKoB. byapte 64UTENBHBI, UTHOPUPYIiTE TPe6OBaHNA NO3BOHUBLLErO. HacToAwme COTPYAHUKM
NPaBOOXPAHUTENbHbIX OPraHoB WM BaHKa HUKOrAa He ByAyT 3anpallinBaTh Y BaC AaHHbIE KapTbl UM
NPOCUTb NEPEBECTU AEHBIU.

MHe Ha 3NeKTPOHHYIO MOuYTy NpUMWAO0 nucbmo oT BaHKa Poccuu, B KOTOpOmM roBoputca O
nocTynneHnn Ha MOE MMA KPYNHOWN AEHEeXHOW CYyMMbl B MHOCTPAHHOM BaHKe, U YTO A AO/KEH
ONNaTUTb KOMMUCCUIO 3a e€ nonyyeHue. Yto ato?

BaHK Poccumn no cBoen MHULMATMBE HE HanpaBAAeT rpaxgaHam nNMcbMa, He 3BOHWUT U He paccbliaet
coobuieHus.

Mpw NoNyYeHUN 3NEKTPOHHbBIX MUCEM O MOCTYMN/IEHUM Ha Balle UMSA KPYMHOW AEHEXHON CyMMbl B
MHOCTPaHHOM b6aHKe WAM OopraHM3aumMu, MPOUCXOMKAEHME KOTOPO BaM HEW3BECTHO W/van
BbI3bIBAET COMHEHMSA, @ TAKKE C NPEA/I0KEHNEM OMNIAaTUTb KOMUCCUIO/HANOT/CTPAXOBKY U T. 4. ANA
€& NoNly4YeHuns, HaCTOATE/IbHO PEKOMEHAYEM He OTBEYaTb Ha TaKMe COOBLEHUA U HU B KOEM CNlyYae
He NepeBoAMUTb AEHbIN, T. K. 3TO PACNPOCTPAHEHHbIV BUA MOLEHHUYECTBa.

TaK¥e MOLWEeHHUKN MOTYT OT UMeHU baHKa Poccum 3BoHUTB, paccbinatb CMC-coobuieHuns, coobuieHnn B
MecceHaXepax C npeanoXKeHnem NoaydYnTb KOMMEHCAUMIO 33 KyMJIeHHble paHee NeKapCTBEHHble
cpeacTea (MeguumHckune npubopbl, BALbI).

[Ona Toro 4tTo6bl He CTaTb KepTBaMM 3/10yMbILIEHHUKOB, byabTe 6aUTeNbHbI, BCerga nposepaite
MHGOPMaLMIO Ha AOCTOBEPHOCTb U He NoAAaBaiTecb Ha MPOBOKaLMM.

Bo Bcex cnyuanx, Bbi3biBalOLWMX NO403PEHNE, HEMeaeHHO obpallaitTech B
npaBoOXpaHUTeNbHbIe OpraHbi!

Yro genatb, ecnm ¢ Balei 6aHKOBCKOM KapTbl HE3aKOHHO cnucaaun neHbrn?

- Kak MOXHO cKkopee no3BoHMTe B 6aHK Mo HoMepy Ha 060pOoTe KapTbl, COOBLLMTE O MOLLIEHHUYECKON
onepauuu 1 3ab10KMpyITe KapTy. KapTy TaksKe MOXHO 3a610KMPOBaTh Yepes NPUIOKEHKE.

- O6paTuTech B oTAeeHe BaHKa 1 NOMPOCKTE BbINMMCKY NO CHETY. HanuwwmnTe 3asBN1eHME O HECOracum
c onepaumeir. CoxpaHUTe 3K3eMMNIAP 3asaBJeHUA C OTMETKOW 6aHKa o0 npuéme (b6aHK paccmoTpuT
3asnBaeHune B TedyeHune 30 aHei, a ecam onepaums bbina mexayHapoaHo! — B TedeHue 60 aHei.)

- O6paTMTECb B NMpPaBOOXpaHUTE/IbHbI€ OPraHbl C 3aABN1EHNEM O XULLEHUN.

AO «ToloTta baHk»
Poccua, 127273, MockBa,
yn. OtpagHaa, 4. 26, ctp. 1
+7 (495) 644 1000
www.toyota-bank.ru



http://www.toyota-bank.ru/

